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TL 9000 Security Measurements Guidance Document

Introduction

QuEST Forum'’s vision is to be the global force for improving quality of products and services delivered to customers of
communication technologies. Itis a unique collaboration of service providers, suppliers and liaison organizations who
come together to develop innovative solutions to practical business problems that make a difference to end users. As
the communications industry continues to evolve and introduce new technologies, QUEST forum continues to use its
expertise of the last two decades, through industry—wide collaboration to address these new challenges.

The Executive Board chartered the Next Generation Measurements Security Sub Team to identify existing industry
security measurements. Based on a study of various Standards Development Organizations (SDOs), the published
measurements from Center for Internet Security (CIS)*1 http://www.cisecurity.org and National Institute for Standards
and Technology (NIST) http://www.nist.gov/index.html were found to be most relevant to our efforts. The team also
examined in detail the work of the Cloud Security Alliance (CSA) SDO on security measurements. However, their work is
still in-progress.

The measurements referenced from NIST and CIS are operational measurements applicable to an operations
environment (not a development environment or supply chain) for the purpose of monitoring the effectiveness of security
management within that operation. Some of these measurements may need modification before application to a
telecommunications operations environment. As such, the measurements described here provide a basis for future
work which can include trialing of use of the measurement, refinement of the definition, and wider review against other
similar measurements that may be identified in the industry.

The QUEST Forum has paraphrased the CIS and NIST measurements to conform to the TL 9000 format. To review the
original measurements, the reader is directed to the links provided above and in the footnote.

In publishing this document, the Next Generation Measurements Security Sub Team expects it will enable the TL 9000
registered organizations’ continual improvement of the security of their products and services.

These measurements are for guidance only, and not intended to be mandatory for TL 9000 certification.
Most Relevant Measurements

The identified existing security measurements were not developed by SDOs specifically for the telecommunications
industry in the spirit of TL 9000. For example, the NIST security measures assess the security assurance level of an
organization regarding its information system management, operations and technology rather than focusing on a
supplier's product security benchmarking. Some third party assessment/scanning tools are also needed. Most of the
source data comes from incident databases, IDS logs and alerts which are from security suppliers who are usually not
telecommunication manufacturers. The identified measurements are useful since they focus on measuring the security
recovery and adaptation capabilities of the products and the network. Examples of such measurements are
“Percentage of Systems without Known Severe Vulnerabilities” or “Mean-Time to Mitigate Vulnerabilities.” However, due
to the complex telecommunications scenario both in the technical and contractual context, compared to the IT world, it is
not very clear whether such measures will be eagerly adopted at this stage by the TL 9000 registered companies.

Thus, the team has made an effort to identify measurements which will have high relevance for the TL 9000 user. Itis
hoped these most relevant measurements will significantly improve a user’s security posture by their use in the tracking
and benchmarking of product security. The most relevant measurements are identified in the right-most column of the
two “Table of Contents” tables below. The tables are sorted by Measurement Number and by Category.

*1 CIS Consensus Security Metrics developed by the Security Benchmarks Division
http://benchmarks.cisecurity.org/en-us/?route=downloads.show.single.metrics.110
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Table of Contents (Sorted by Measurement Number)

Measurement | Measurement Source | Measurement Name Categor Most

Number ID gory Relevant

1.1 MTTID cis | Mean Time to Incident |, e Yes
Discovery

1.2 MTBS| cIs Mean Time Between Security | | qons Yes
Incidents

1.3 MTIR cis | Mean Time to Incident |, iqents Yes
Recovery

1.4 PSWKSV cis | Percent of Systems Without |\, \caniity | Yes
Known Severe Vulnerabilities

15 MTTMV cis | Mean-Time —to  Mitigate |\, \orapiity | Yes
Vulnerabilities

1.6 PPC CIS Patch Policy Compliance Patching

1.7 MTTP CIS Mean Time to Patch Patching Yes

1.8 PCC cIs Percentage of - Configuration | o ration
Compliance
Mean Time to Complete ' .

1.9 MTTC CIS Changes Configuration

1.10 PCSR cIs Percent of Changes With | 6o ration
Security Review

111 PCSE cis Percent of Changes with | 0 ration
Security Exceptions

1.12 RAC CIS Risk Assessment Coverage Applications

1.13 STC CIS Security Testing Coverage Applications Yes

2.1 VM NIST Vulnerability Measure Vulnerability Yes

29 RACM NIST Remote Access Control Attacks
Measure

2.3 STM NIST Security Training Measure Governance

2.4 ARRM NIST Audit Record Review Measure | Governance Yes
Certification and Accreditation

25 CACM NIST (C&A) Completion Measure Governance
Configuration Changes . .

2.6 CCM NIST Measure Configuration | Yes

27 CPTM nisT | Sontingency  Plan - Testing | o mance
Measure

2.8 UAM NIST User Accounts Measure Governance

2.9 IRM NIST Incident Response Measure Incidents Yes

2.10 MSM NIST Media Sanitization Measure Maintenance

211 PSIM NIST Physical Security Incidents Incidents
Measure

2.12 PM NIST Planning Measure Governance

2.13 PSM NIST Personnel Security Measure Governance

214 RAVM nisT | Risk Assessment Vulnerability |y, 0 apility | Yes
Measure

215 SACM NIST Service Acquisition Contract Governance
Measure

216 SCPM NIST System_ and Communication Crypto Yes
Protection Measure

2.17 FRM NIST Flaw Remediation Measure Vulnerability Yes

3.1 SRO QF Security Related Outages Incidents Yes
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1.1 Mean Time to Incident Discovery

1.11 General Description and Title

Mean-Time-To-Incident-Discovery (MTTID) measures the effectiveness of the organization in detecting security
incidents. Generally, the faster an organization can detects an incident, the less damage it is likely to incur.
MTTID is the average amount of time, in hours, that elapsed between the Date of Occurrence and the Date of
Discovery for a given set of incidents. The calculation can be averaged across a time period, type of incident,
business unit, or severity.

1.1.2 Purpose

Mean-Time-To-Incident-Discovery (MTTID) characterizes the efficiency of detecting incidents, by measuring the
average elapsed time between the initial occurrence of an incident and its subsequent discovery. The MTTID
metric also serves as a leading indicator of resilience in organization defenses because it measures detection of
attacks from known vectors and unknown ones.

113 Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://tI9000.0org/resources/resources.html.

1.14 Detailed Description
a) Terminology

Security Incident — A security incident results in the actual outcomes of a business process deviating from the
expected outcomes for confidentiality, integrity & availability due to deficiencies or failures of people, process or
technology.

b) Counting Rules:

Only incidents that meet the above definition of Security Incident should be included.

These would be manual inputs as defined in CIS document Security Incident Metrics: Data Attributes
c) Counting Rule Exclusions:

Incidents that should not be considered “security incidents” include disruption of service due to equipment
failures.

d) Calculations and Formulas

Measurement Identifiers and Formulas

Identifier Title Formula Note

MTTID Mean Time to Incident Sigma ( Hours per Incident

Discovery Date_of Discovery -

Date_of Occurrence
) / Count(Incidents)

1.15 Sources of Data

Since humans determine when an incident occurs, when the incident is contained, and when the incident is
resolved, the primary data sources for this metric are manual inputs as defined in Security Incident Metrics: Data
Attributes. However, these incidents may be reported by operational security systems, such as anti-malware
software, security incident and event management (SIEM) systems, and host logs.

1.1.6 Reporting Frequency
Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.1.7 Source of Measurement
CIS
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1.2 Mean Time Between Security Incidents

1.2.1 General Description and Title

Mean Time Between Security Incidents (MTBSI) calculates the average time, in days, between security
incidents.

1.2.2 Purpose
Mean Time Between Security Incidents (MTBSI) identifies the relative levels of security incident activity.

1.2.3 Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://t19000.0org/resources/resources.html.

1.2.4 Detailed Description
a) Terminology

Security Incident — A security incident results in the actual outcomes of a business process deviating from the
expected outcomes for confidentiality, integrity & availability due to deficiencies or failures of people, process or
technology.

b) Counting Rules

Only incidents that meet the above definition of Security Incident should be included.

These would be manual inputs as defined in CIS document Security Incident Metrics: Data Attributes
¢) Counting Rule Exclusions

Incidents that should not be considered “security incidents” include disruption of service due to equipment
failures.

d) Calculations and Formulas

Measurement Identifiers and Formulas

Identifier  Title
MTBSI

Formula Note

Mean Time Between Sigma ( Hours per incident interval

Security Incidents (Date_of_Occurence[Incident_n ]
0 Date_of_Occurence[Incident
_n_minus_010 )/

Count(Incidents)

1.25 Sources of Data

Since humans determine when an incident occurs, when the incident is contained, and when the incident is
resolved, the primary data sources for this metric are manual inputs as defined in Security Incident Metrics: Data
Attributes. However, these incidents may be reported by operational security systems, such as anti-malware
software, security incident and event management (SIEM) systems, and host logs.

1.2.6 Reporting Frequency
Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.2.7 Source of Measurement
CIS
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1.3 Mean Time to Incident Recovery
1.3.1 General Description and Title

Mean Time to Incident Recovery (MTIR) measures the effectiveness of the organization to recovery from security
incidents. The sooner the organization can recover from a security incident, the less impact the incident will have
on the overall organization. This calculation can be averaged across a time period, type of incident, business unit,
or severity.

1.3.2 Purpose

Mean Time to Incident Recovery (MTIR) characterizes the ability of the organization to return to a normal state of
operations. This is measured by the average elapse time between when the incident occurred to when the
organization recovered from the incident.

1.3.3 Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://t19000.0org/resources/resources.html.

1.34 Detailed Description
a) Terminology

Security Incident — A security incident results in the actual outcomes of a business process deviating from the
expected outcomes for confidentiality, integrity & availability due to deficiencies or failures of people, process or
technology.

b) Counting Rules

Only incidents that meet the above definition of Security Incident should be included.

These would be manual inputs as defined in CIS document Security Incident Metrics: Data Attributes
¢) Counting Rule Exclusions

Incidents that should not be considered “security incidents” include disruption of service due to equipment
failures.

d) Calculations and Formulas

Measurement Identifiers and Formulas

Identifier Title Formula Note
MTIR Mean Time to Incident Sigma ( Hours per incident
Recovery Date_of Recovery -

Date_of Occurrence)/

Count(Incidents)

1.35 Sources of Data

Since humans determine when an incident occurs, when the incident is contained, and when the incident is
resolved, the primary data sources for this metric are manual inputs as defined in Security Incident Metrics: Data
Attributes. However, these incidents may be reported by operational security systems, such as anti-malware
software, security incident and event management (SIEM) systems, and host logs.

1.3.6 Reporting Frequency
Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.3.7 Source of Measurement
CIS
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1.4 Percent of Systems without Known Severe Vulnerabilities

1.4.1 General Description and Title
Percent of Systems without Known Severe Vulnerabilities (PSWKSV) measures the percentage of systems that
when checked were not found to have any known high severity vulnerabilities during a vulnerability scan.

Since vulnerability management involves both the identification of new severe vulnerabilities and the remediation
of known severe vulnerabilities, the percentage of systems without known severe vulnerabilities will vary over
time. Organizations can use this metric to gauge their relative level of exposure to exploits and serves as a
potential indicator of expected levels of security incidents (and therefore impacts on the organization).

This severity threshold is important, as there are numerous informational, local, and exposure vulnerabilities that
can be detected that are not necessarily material to the organization’s risk profile. Managers generally will want to
reduce the level of noise to focus on the greater risks first. This metric can also be calculated for subsets of
systems, such as by asset criticality of business unit.

1.4.2 Purpose

Percent of Systems without Known Severe Vulnerabilities (PSWKSV) measures the organization’s relative
exposure to known severe vulnerabilities. The metric evaluates the percentage of systems scanned that do not
have any known high severity vulnerabilities.

143 Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://tI9000.0rg/resources/resources.html.

1.4.4 Detailed Description

a) Terminology
Vulnerability -- Vulnerability is defined as a weakness that could be exploited by an attacker to gain access or
take actions beyond those expected or intended.

b) Counting Rules
» Severe vulnerabilities identified across the enterprise during the time period
c) Counting Rule Exclusions

» Vulnerabilities supplier rated as severe but organizationally ranked lower should be validated before
exclusion.

d) Calculations and Formulas

Measurement Identifiers and Formulas
Identifier Title Formula Note
PSWKSV Percent of Count Percentage of
Systems (Systems_Without_Known_Severe_Vulnerabilities)*100/ systems
Without Count(Scanned_Systems)
Known Severe
Vulnerabilities

145 Sources of Data
Vulnerability management systems will provide information on which systems were identified with severe
vulnerabilities.

1.4.6 Reporting Frequency
Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.4.7 Source of Measurement
CIS
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1.5 Mean-Time to Mitigate Vulnerabilities

151 General Description and Title

Mean-Time to Mitigate Vulnerabilities measures the average time taken to mitigate vulnerabilities identified in an
organization’s technologies. The vulnerability management processes consists of the identification and
remediation of known vulnerabilities in an organization’s environment. This metric is an indicator of the
performance of the organization in addressing identified vulnerabilities. The less time required to mitigate
vulnerability the more likely an organization can react effectively to reduce the risk of exploitation of
vulnerabilities.

It is important to note that only data from vulnerabilities explicitly mitigated are included in this metric result. The
metric result is the mean time to mitigate vulnerabilities that are actively addressed during the metric time period,
and not a mean time to mitigate based on the time for all known vulnerabilities to be mitigated.

152 Purpose

Mean-Time to Mitigate Vulnerabilities (MTTMV) measures the average amount of time required to mitigate an
identified vulnerability. This metric indicates the performance of the organization in reacting to vulnerabilities
identified in the environment. It only measures the time average times for explicitly mitigated vulnerabilities, and
not mean time to mitigate any vulnerability, or account for vulnerabilities that no longer appear in scanning
activities.

153 Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://tI9000.0rg/resources/resources.html.

154 Detailed Description

a) Terminology
Vulnerability -- Vulnerability is defined as a weakness that could be exploited by an attacker to gain access or
take actions beyond those expected or intended.

b) Counting Rules

» All vulnerabilities identified across the enterprise during the time period
¢) Counting Rule Exclusions

> None
d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

MTTMV Mean-Time to Mitigate Sigma (Date_of_Mitigation - Hours per vulnerability
Vulnerabilities Date_of Detection)/
Count(Mitigated_Vulnerabilities)
155 Sources of Data

Vulnerability management systems will provide information on which systems were identified with severe
vulnerabilities.

1.5.6 Reporting Frequency
Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.5.7
CIS

Source of Measurement
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1.6 Patch Policy Compliance

16.1 General Description and Title
Patch Policy Compliance (PPC) measures an organization’s patch level for supported technologies as compared
to their documented patch policy.

“Policy” refers to the patching policy of the organization, more specifically, which patches are required for what
type of computer systems at any given time. This policy might be as simple as “install the latest patches from
system vendors” or may be more complex to account for the criticality of the patch or system.

“Patched to policy” reflects an organization’s risk/reward decisions regarding patch management. It is not meant
to imply that all vendor patches are immediately installed when they are distributed.

1.6.2 Purpose

Patch Policy Compliance (PPC) indicates the scope of the organization’s patch level for supported technologies
as compared to their documented patch policy. While specific patch policies may vary within and across
organizations, performance versus stated patch state objectives can be compared as a percentage of compliant
systems.

1.6.3 Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://tI9000.0rg/resources/resources.html.

1.6.4 Detailed Description
a) Terminology

Security Patch -- A patch is a modification to existing software in order to improve functionality, fix bugs, or
address security vulnerabilities. Security patches are patches that are solely or in part created and released
to address one or more security flaws, such as, but not limited to publicly disclosed vulnerabilities.

b) Counting Rules
None
¢) Counting Rule Exclusions
None
d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

PPC Patch Policy Count(Compliant_Instances)*100 Percentage of technology

Compliance / Count(Technology_Instances) instances

1.6.5 Sources of Data
Patch management and IT support tracking systems will provide patch deployment data. Audit reports will
provide compliance status.

1.6.6 Reporting Frequency
Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.6.7 Source of Measurement
CIS
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1.7 Mean Time to Patch

171 General Description and Title

Mean Time to Patch (MTTP) measures the average time taken to deploy a patch to the organization’s
technologies. The more quickly patches can be deployed, the lower the mean time to patch and the less time the
organization spends with systems in a state known to be vulnerable.

1.7.2 Purpose

Mean Time to Patch (MTTP) characterizes the effectiveness of the patch management process by measuring the
average time taken from date of patch release to installation in the organization for patches deployed during the
metric time period. This metric serves as an indicator of the organization’s overall level of exposure to
vulnerabilities by measuring the time the organization takes to address systems known to be in vulnerable states
that can be remediated by security patches. This is a partial indicator as vulnerabilities may have no patches
available or occur for other reasons such as system configurations.

1.7.3 Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://tI9000.0rg/resources/resources.html.

1.74 Detailed Description
a) Terminology

Security Patch -- A patch is a modification to existing software in order to improve functionality, fix bugs, or
address security vulnerabilities. Security patches are patches that are solely or in part created and released
to address one or more security flaws, such as, but not limited to publicly disclosed vulnerabilities.

b) Counting Rules
None
c) Counting Rule Exclusions
None
d) Calculations and Formulas

Measurement Identifiers and Formulas

Identifier Title Formula Note

MTTP Mean Time to Patch ~ Sigma(Date_of_Installation Hours per patch
- Date_of_Auvailability) /

Count(Completed_Patches)

1.7.5 Sources of Data
Patch management and IT support tracking systems will provide patch deployment data.

1.7.6 Reporting Frequency
Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.7.7 Source of Measurement
CISs
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1.8 Percentage of Configuration Compliance

181 General Description and Title
The Percent of Configuration Compliance (PCC) measures the effectiveness of configuration management in the
context of information security. A percentage metric will allow benchmarking across organizations.

1.8.2 Purpose

The goal of this metric is to provide an indicator of the effectiveness of an organization’s configuration
management policy relative to information security, especially emerging exploits. If 100% of systems are
configured to standard, then those systems are relatively more secure and manageable. If this metric is less than
100%, then those systems are relatively more exposed to exploits and to unknown threats.

1.8.3 Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://tI9000.0rg/resources/resources.html.

184 Detailed Description
a) Terminology
None
b) Counting Rules
None
¢) Counting Rule Exclusions
None
d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

pCC Percentage of Sigma(In Scope Percentage of Systems
Configuration Compliance Systems With

Approved

Configuration) *100/

Count(In Scope

Systems)

1.85 Sources of Data
Configuration management and IT support tracking system audit reports will provide compliance status.
Automated testing tools for CIS benchmarks are also available.

1.8.6 Reporting Frequency
Monthly

1.8.7 Source of Measurement
CIS
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1.9 BT SET KPR

1.9 Mean Time to Complete Changes

1.91 —#&

191 General Description and Title iﬁggﬁﬁgg};ﬁ%Tﬁéif‘\a:g?éﬂ?ﬁ]ﬁ%&ﬁﬁi

The average time it takes to complete a configuration change request. S ORED B, MRS E SR T3 2 E Lo i PRI B 5 1 4 S - it 5 = & 14
Do

19.2 Purpose
The goal of this metric is to provide managers with information on the average time it takes for a configuration
change request to be completed.

193 @EHTIHEAELE
a7 xRy N8R R Ra—HH—b 2, ®E5EEORHRIE
1.93 Applicable Categories http://t19000.0rg/resources/resources.html % &,

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://tI9000.0rg/resources/resources.html.

1.9.4  FEMIBLAA

a) Mk
194 Detailed Description L
a) Terminology b) FHEL—n
None 7L
b) Counting Rules c) FtEuLv—IL OIS
None 7L
c) Counting Rule Exclusions d) FHHE=X
None
d) Calculations and Formulas B A TR O R
Measurement Identifiers and Formulas ARl T A AR R
MTCC A E TR ZGE T H R RS T LB HE Ml Esk e o K
Identifier  Title Formula Note
MTCC Mean Time to Sigma(Completion_Date -  Days per configuration change 195 F—ZRAIR
Complete Changes  Submission_Date) / request RERRAE R & 1T AR — MBI AT MIHRATE T — & Z2igit4 5,
Count(Completed_Changes)
1.96  WEGHEE
WIRZHELET 508, AR, WHEHSUIFERBETH R
1.95 Sources of Data 197 B
Configuration management and IT support tracking systems will provide configuration change data. C.IS.
1.9.6 Reporting Frequency
Weekly is recommended but can be reported Monthly, Quarterly or Annually
19.7 Source of Measurement
CIs
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1.10 Percent of Changes with Security Review

1.10.1 General Description and Title
This metric indicates the percentage of configuration or system changes that were reviewed for security impacts
before the change was implemented.

1.10.2 Purpose
The goal of this metric is to provide managers with information about the amount of changes
and system churn in their environment that have unknown impact on their security state.

1.10.3 Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://tI9000.org/resources/resources.html.

1.10.4  Detailed Description
a) Terminology
None
b) Counting Rules
Only completed changes should apply.
¢) Counting Rule Exclusions
None
d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

PCSR  Percent Sigma(Completed Changes_with_Security Reviews)*100/ Percentage of
of Count(Completed_Changes) configuration changes

Changes

with

Security

Review

1.10.5 Sources of Data
Configuration management and IT support tracking systems will provide configuration change data.

1.10.6 Reporting Frequency
Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.10.7 Source of Measurement
CIS
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1.10 ¥ 2V T 4 VEa2—BHEE

1.10.1 —#%

ZOHIENE, BEENEHINDFNIEX2 ) T 4 ~OFEBE LV 2 — SNIEEREE IV AT LAEED R
IR,

1.102 HHW

ZOMEDHINE, BF 2T IRBUSKRAOZEZ KIFT L 572, MRRE TOEER P AT LhF v —r

(churn) ORI 2EHREEHRE RIS S L TS,

1.10.3 HEHT RIS
a7 %y hU—7#E ROy Ra—WHh—v R, 8 SHEEORBFTHUL,
http://t19000.0rg/resources/resources.html. 2 2,

1.10.4 FEHEERAA
a) HE
L
b) FEL—
SETLIEEREORZEHT 5,
c) HUL—LDERSL

L
d) FHHE=
B E LS F R OEHER
il B FEN B
PCSR X aUF L bta—S(@EILEEXaUT 4 L2 —EH ERETE LR

IS b 5D *100/ 58T LI= 2 A

1.105 T—F#RAER
REREEE & T B R — MBBR S 27 TR A B — & %3R5 5,

1.10.6 HWEHEE
TR ZHELET B 05, AW, TEHISOIFERBRETHERW

1.10.7 WIEHEH#R
CIS
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1] =r 7N R
1.11 Percent of Changes with Security Exceptions 111 &%= V7 A BROVERILR

1111 —#%
1.11.1 General Description and Title :O){EUEci, &Eﬁ@t%l ) T A ﬁﬁ%%@ﬁﬁ%%%%Ht%ﬁk%ﬁﬁﬂﬂi“/x?Aﬁﬁ@tt%‘i%i%ﬁ‘o
This metric indicates the percentage of configuration or system changes that received an exception to existing 1112 HH

COMED HINE, MEOEF Y T 4 RO RRESNRAETE X3 AT LTI R T 2 MMk ER 5 D E

security policy.
H72 ) 27 (2B DM E EBE IRET 2 2 L TH D,

1.11.2 Purpose

The goal of this metric is to provide managers with information about the potential risks to their environment 1113 @A$ 3RS

resulting from configuration or system changes exempt from the organization’s security policy. ATy MU= B RO R — R R RR O RO,
http://tI9000.0rg/resources/resources.html. % 2 i,

1.11.3 Applicable Categories
Core Network Products and End Customer Services. For the latest version of the Product Category Table see

1.11.4 FFHEF0EA

http://tI9000.0rg/resources/resources.html. a)
L
1.11.4 Detailed Description b) EEL—L
a) Terminology SET LIEEEOATEHT 5,
None X2 UTAOMINE, X2 YT 4L Ea—2Z T AT ACOREXTH X,
b) Counting Rules ¢) FHHoL—r ok
Only completed changes should apply. 2L
Security exceptions may only have been granted for systems that have received security reviews. d) )ErE=
c) Counting Rule Exclusions
None il sty o .
d) Calculations and Formulas HEERAITF R OF RN
il AR FHEK TR
Measurement Identifiers and Formulas PCSE CFa T A RAETEES GET Lt Fa 7 ¢ B4 BT o R
Identifier Title Formula Note = DOEFTIE) *100/ 56T L%
PCSE Percent Sigma(Completed_Changes_with_Security_Exceptions)*100/ Percentage of LUES
of Count(Completed_Changes) configuration
1.11.5 TFT—XRAER
Changes changes o . v . . _ . .
? ? HERR BB O IT 4 — BB S AT MRS — & 242 5,
with
Security 1.11.6  HEHE
Exception AU AHEET 55, AWK, TSR R R T B
1.11.5 Sources of Data 1.11.7 JEHEHR
Configuration management and IT support tracking systems will provide configuration change data. CIS

1.11.6  Reporting Frequency
Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.11.7 Source of Measurement
CIS
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112 YR TR AL NEAR

1.12.1 —f&
Y27 T7E®AA L MEARIE, B, VAITEBAR NOXMRERSTZEET 7V r—a v OHRERT,

1.12 Risk Assessment Coverage

1.12.1  General Description and Title
Risk assessment coverage indicates the percentage of business applications that have been subject to a risk

assessment at any time. 1122 H#

ZOWTE, VAITHARA NORBRERSTZT 7V r—ya b OlRERET D,

1123 HEATLIHRLLE
a7y xry NU—7 8RO Ra—PH—b X, "GESEROEHIRIT,
1.12.3  Applicable Categories http://tI9000.0rg/resources/resources.html % 2 [,

1.12.2 Purpose
This metric reports the percentage of applications that have been subjected to risk assessments.

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://tI9000.0rg/resources/resources.html.

1.12.4 FHEFEA

a) HIk
1.12.4  Detailed Description YRAITHAAL F—=UAIZTHARAL NEIE, VAT LEZGHTL, BHERVEIS KL OWETSME 2N HHE PE T
a) Terminology AT LOMIEICG X5 Y 27 ZRBETH T 0 v ATHD LERSND, HLOFEEHEMTE D0, ¥—47y

hS AT LADBE, BRI 2T LOMagtE, MO AT AEAORBLZEBET L ENEE LY, U A

Risk A t-- The t isk tis defined f lyzi t d identifyi - o
isk Assessmen e term risk assessment is defined as a process for analyzing a system and identifying DD 1= 8 DB K OIS % 2 A CUr e < C b L s,

the risks from potential threats and vulnerabilities to the information assets or capabilities of the system.

Although many methodologies can be used, it should consider threats to the target systems, potential b) EHoLr—n
vulnerabilities of the systems, and impact of system exploitation. It may or may not include risk mitigation L
strategies and countermeasures. Q) L — L DR
b) Counting Rules 2oL
None d) st
¢) Counting Rule Exclusions
None S| = S 2 o2 .
: PR F KR O R
d) Calculations and Formulas
il 22y FEK &R
Measurement Identifiers and Formulas RAC V22 TFEAAL R VAT TERA L b2 T T 7V 7 77 r—s g DMK
Identifier Title Formula Note 1t = — a3 YEx100/7 N r—a UK
RAC Risk Count(Applications_Undergone_Risk_Assessment)*100/ Percent of applications
Assessment Count(Applications) 1125 Hj“““— SRAER \ ~
ZOWEEDT —HREPRIL, VAT TEAAY MBIV AT LA TH D,
Coverage

1126 WEHE
1.12.5 Sources of Data BRZHERET 503, Ak, WHEHUIFRHRE TH R
The data source for this metric is a risk assessment tracking system.
| 1.12.7  WEEHA
1.12.6 Reporting Frequency clIS,
Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.12.7 Source of Measurement
CIS
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1.13 Security Testing Coverage

1.13.1  General Description and Title

This metric tracks the percentage of applications in the organization that have been subjected to security testing.

Testing can consists of manual or automated white and/or black-box testing and generally is performed on
systems post-deployment (although they could be in pre-production testing).

1.13.2 Purpose
This metric indicates the percentage of the organization’s applications have been tested for security risks.

1.13.3 Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://tI9000.org/resources/resources.html.

1.13.4 Detailed Description
a) Terminology
None

b) Counting Rules

Methodology for counting applications — Refer to CIS Security Metrics document v1.0, section titled
Application Security Metrics.

¢) Counting Rule Exclusions
None
d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

STC Security Count(Applications_Undergone_Security_Testing)*100/ Percent of applications
Testing  Count(Deployed_Applications)

Coverage

1.13.5 Sources of Data
TBD
1.13.6  Reporting Frequency

Weekly is recommended but can be reported Monthly, Quarterly or Annually

1.13.7 Source of Measurement

CIS
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1.13 % =2V 7 4 RBRBEHE

1.13.1 —#

ZOWEE, BxXa2 ) T4 RBROMNEBE LR STHBNOT Y r— g VO R BHT S, RERICE, FEIUX
HEIORT A NEWNXIZT T v IRy 7 ARBERZHY, (AERRBRTEMT L2 LAETHI D) —RIZEE
HBOUAT ATEESND,

1.13.2 HHW

ZORIEEE, X2V T4 U AZICHRTHRERZ EE S NN O T ) r— g COREIRT,

1.13.3 HEHT RIS
a7 %y hU—78E ROy Ra—Wh—v R, 8 5HEE ORI,
http://tI9000.0rg/resources/resources.html % &R,

1.13.4 FHHEEREA

a) fsE
L

b) FEuL—L
TV = a yOFHEIE—CIS ODtEXx 2 U 7 A EEE X—Ya 10077 ) r—varotFxal
FAWEE] Ov s a 2B,

c) FHEUL—/LDERS

L
d) FHEX
BIEEBAF R OGHER
Gl P HEX s
STC Y= VT o R R tX 2T R EZT T A — g DR

7Y r—3 g X100/ @
=770 47— 3
e

1.13.5 T—F#RAR
RHETE,

1.13.6 HWMEHEE
WRAZHESET 528, AR, TWEEOIERRETH B W

1.13.7 HIEEH M
CIS,
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2.1 Vulnerability Measure

2.1.1 General Description and Title

Vulnerability Measure measures the percentage of high vulnerabilities mitigated within the organizationally
defined time periods after discovery.

2.1.2 Purpose

Ensure an environment of comprehensive security and accountability for personnel, facilities, and products.
Ensure all vulnerabilities are identified and mitigated.

2.1.3 Applicable Product Categories

Core Network Products and End Customer Services.
http://t19000.org/resources/resources.html.

For the latest version of the Product Category Table see

214 Detailed Description

a) Terminology
Vulnerability -- Vulnerability is defined as a weakness that could be exploited by an attacker to gain access or
take actions beyond those expected or intended.

b) Counting Rules
> High vulnerabilities identified across the enterprise during the time period
» High vulnerabilities mitigated across the enterprise during the time period
¢) Counting Rule Exclusions

» Vulnerabilities supplier rated as high but organizationally ranked lower with no mitigation should be
validated before exclusion.

d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note
VM Vulnerability (number of high % of vulnerabilities mitigated should
Measure vulnerabilities mitigated be a high target set by the
within targeted time frame) / organization.
(number of high
vulnerabilities identified
during time frame)
2.15 Sources of Data

Vulnerability scanning software, audit logs, vulnerability management systems, patch management systems,
change management records.

2.1.6 Reporting Frequency
Organization defined (example annually)

2.1.7 Source of Measurement

NIST — SP800-53, RA-5
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213 WEHATAIEMLSE

a7y NU—7 8B R R Ra—P P —b 2, #T45
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PR ORI,
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B ERSND,
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IR
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215 T—H¥REAR
MaggtEA ¥y >V 7 ho =7, BE&Ea 7, WHHEHRT AT A, RNy FEH AT A, EHEEHGE,
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MR ED D (B mH)

217 BIEHEHE
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2.2 Remote Access Control Measure

221 General Description and Title

Remote Access Control Measure measures the percentage of remote access points used to gain unauthorized
access.

222 Purpose

Ensure an environment of comprehensive security and accountability for personnel, facilities, and products.
Restrict information, systems, and component access to individuals or machines that are identifiable, known,
credible, and authorized.

2.2.3 Applicable Product Categories

End Customer Services. For the latest version of the Product Category Table see
http://t19000.0org/resources/resources.html.

224 Detailed Description

a) Terminology
Remote Access — Refer to NIST — SP800-53, AC-17

b) Counting Rules

» Remote access points for the organization

» Access points used to gain unauthorized access based on incident logs, IDS, and remote access logs
¢) Counting Rule Exclusions

> Invalid exclusions will result if the organization does not document all remote access points (CM-2), use
Intrusion Detection Systems to monitor remote access points (Sl-4), collect/review remote access audit
logs (AU-6), and normalize incident categories for security incidents (IR-5)

d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

RACM Remote Access (Number of remote access % of successful unauthorized accesses
Control Measure points used to gain should be a very low number set by the
unauthorized access) / (total organization.
number of remote access
points)
2.25 Sources of Data

Incident database, audit logs, network diagrams, IDS logs and alerts

2.2.6 Reporting Frequency
Organization defined (example: quarterly)

2.2.°7 Source of Measurement
NIST — SP800-53, AC-17

Page 199 July 2012

TL 9000 Security Measurements Guidance Document

2.2 VE— N7 7 & 2EIERIE
221 —#8
VE— LT 7 ARBEREL, RET 7t ACER ST E— T 22 ARAS 2 FORELHET S,

222 H®
EHE, RELORGICHT N2V T A BEEKONT AU 2 E Y T 4 BHEIZT D, B, VAT 2K
NarR—R b~DOT 72 REFRERERET, BEAT, G TE, KOMERZ 5 2 5 - A O3 EEICHIET 5,

223 @EHATIELSE

T Foa—¥H—r 2, WESEFEOREBMIL, http:/t1I9000.0org/resources/resources.html % &,
224  FHHEFEH

a) HE

YE&— K7 27 EA —NIST - SP800-53, AC-17 # &M,
b) FHEur—v
> HfkOVE— T 7 BRAKRA b
> 4;‘/\‘/%“‘/ faZ, IDS KRV E— T 7 A0 7S, RET 7B RMEHEINTZT 72 ARA
c) FHEL—LDRRA:
> BRI _XTOVE—RFNT 7 EBARA Y FEXEL LTV (CM-2) , VE—RT 7 EBARA VM &
BART 2R AR AT L2 FEH LTV (SI4) , VE— T 78RR 72 INE/LE2—1L T
W72 (AU-6) , MOV X 2T 4 AT bOA o7 v MyEE R EL Ty (IR-5) HaA,

FROMI IS & 72 D,
d) &=
HIEEEF R OEHER
Bl AN #FHEX R
RACM  VE— k7 7 & AHEE RIET 7 & 2CHEH S RET 72 A08EI) LS, fHiklc
E TVE—RT 7 EBARAS, Lo THRESINTIEFITEVEETH
VROEIVE—RNT I AT ENEE LU,
ARA N DOEFE
225 TFT—H¥FELER

ATV RN T—HR=R, Efn), xv hU—JK, IDSur, KOER,

226 HWEEE
RN ED D (B U-Hf)
227 HIEEHR

NIST - SP800-53, AC-17,

Release 1.0 Page 199 July

2012


http://tl9000.org/resources/resources.html
http://tl9000.org/resources/resources.html

Release 1.0

TL 9000 Security Measurements Guidance Document

2.3 Security Training Measure

231 General Description and Title

Security Training Measure measures the percentage of information system security personnel that have received
security training.

2.3.2 Purpose

Ensure a high-quality work force supported by modern and secure infrastructure and operational capabilities.
Ensure that organization personnel are adequately trained to carry out their assigned information security-related
duties and responsibilities.

2.3.3 Applicable Categories

All Product Categories. For the latest version of the Product Category Table see
http://t19000.0org/resources/resources.html.

234 Detailed Description
a) Terminology
None
b) Counting Rules
» Employees in the organization having significant security responsibilities
» Employees with significant security responsibilities that have received required training
c) Counting Rule Exclusions

> Invalid exclusions will result if the organization does not formally identify employees with significant
security responsibilities (AT-3) or maintain adequate training records (AT-4)

d) Calculations and Formulas
Measurement ldentifiers and Formulas

Identifier Title Formula Note

ST™M Security (Number of information system 9% of security personnel completing required
Training security personnel completing training in a year should be a high number
Measure security training in the past ~ set by the organization.
year) / (total number of
information system security
personnel)
235 Sources of Data

Training awareness and tracking records

2.3.6 Reporting Frequency
Organization defined (example: annually)

2.3.7 Source of Measurement

NIST — SP800-53, AT-3
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2.4 Audit Record Review Measure

241 General Description and Title

Audit Record Review Measure measures the average frequency of audit records review and analysis for

inappropriate activity.

24.2 Purpose

Ensure an environment of comprehensive security and accountability for personnel, facilities, and products.
Create, protect, and retain information system audit records to the extent needed to enable the monitoring,
analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate activity.

2.4.3 Applicable Categories

All Product Categories. For the latest version of the Product Category Table see

http://t1I9000.0org/resources/resources.html.

244 Detailed Description
a) Terminology

Audit Record -- Any log or record related to security such as a security log for a product or access log

(physical building or product).
b) Counting Rules

» System audit logs reviewed within the following time periods: past day, past week, 2 weeks to 1 month, 1

month to 6 months, over 6 months

» For Collection Frequency, refer to NIST — SP800-53, AU-6.

¢) Counting Rule Exclusions

> Invalid exclusions will result for systems not adequately logging system data (AU-2) and for activities

inappropriately categorized within system logs.
d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula

Note

ARRM

Audit Record Average frequency

Review Measure during reporting time.

245 Sources of Data
Audit log reports

246 Reporting Frequency
Organization defined (example: quarterly)

247 Source of Measurement

NIST — SP800-53, AU-6
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2.5 C&A Completion Measure

251 General Description and Title

C&A Compliance Measure measures the percentage of new systems that have completed certification and
accreditation (C&A) prior to their implementation.

2.5.2 Purpose

Ensure an environment of comprehensive security and accountability for personnel, facilities, and products.
Ensure all information systems have been certified and accredited as required.

253 Applicable Categories

End Customers Services. For the latest version of the Product Category Table see
http://tI9000.0org/resources/resources.html.

254 Detailed Description
a) Terminology

» C&A — Certification, Accreditation, and Security Assessments performed per the organization’s internal
requirements

» Authorizing Official [AO] — Group or individual with the authority to formally certify a system for
implementation

b) Counting Rules
» Number of new systems implemented during the reporting time period

» Number of new systems implemented during the reporting time period that received authority to operate
prior to implementation

c) Counting Rule Exclusions

> Invalid exclusions will result for organizations that do not maintain a system inventory, implement a
formal C&A process (CA-1), or require all systems to complete the C&A process prior to implementation.

d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

CACM C&A Completion (number of new systems with % of new systems certified prior to

Measure complete C&A packages with implementation should be a high number
AO approval prior to set by the organization
implementation) / (total

number of newly implemented

systems)

255 Sources of Data
System inventory, system C&A documentation

2.5.6 Reporting Frequency
Organization defined (example: annually)

2.5.7 Source of Measurement
NIST — SP800-53, CA-6
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2.6 Configuration Changes Measure

2.6.1 General Description and Title

Configuration Changes Measure measures the percentage of approved and implemented configuration changes
identified in the latest automated baseline configuration.

2.6.2 Purpose

Accelerate the development and use of an electronic information infrastructure. Establish and maintain baseline
configurations and inventories of organizational information systems (including hardware, software, firmware,
and documentation) throughout the respective system development life cycles.

2.6.3 Applicable Categories

Core Network Products. For the latest version of the Product Category Table see
http://t19000.0org/resources/resources.html.

264 Detailed Description

a) Terminology
None

b) Counting Rules
» Number of configuration changes identified through automated scanning over the last reporting period
» Number of change control requests approved and implemented over the last reporting period

c) Counting Rule Exclusions

> Invalid exclusions will result for organizations that do not manage configuration changes using a formal
and approved process (CM-3) and for organizations that do not use automated tools to identify
configuration changes on systems/networks.

d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

CCM Change Control (number of approved and % of approved changes to detected

Measure implemented configuration changes changes should be a high number set
identified in the latest automated by the organization
baseline configuration) / (total

number of configuration changes

identified through automated scans)

2.6.5 Sources of Data
System security plans, configuration management database, security tools logs

2.6.6 Reporting Frequency
Organization defined (example: annually)

2.6.7 Source of Measurement
NIST — SP800-53, CM-2/CM-3
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2.6 WA EHIE
26.1 —#&
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262 HHB

BIIHERA LT TORBEFEHERET D, TNENLDT AT LBERTA 7V A 7V EBRLT,
HREDTEHRS AT L ON—Ro =7, Y7 TxT, 77— =T L RF¥xarArT—araagiy) OR—
2T A4 MR A R N R - MR S,

2.6.3 WHTAHIRSSE
a7y NU—7 85 B SREFR O BETRIE
http://tI9000.0org/resources/resources.html % 2 &

2.6.4  FEMEERAA

a) HE
L

b) FEL—
> ELEOHEWIROBE LA X v =0 7 Tkl S TR B D%
> BT O A I O KGRI A, g A D2 A IR O

c) FtEuLV—IL DR
AR IER R, KRS R (CM-3) ZH U CHEAREFEEHEL I L eWiGa, KUNHEME >
AT KFy MU —7 L CTHEREFE 2T 57200 BEMEY — L2 L2 WIGA I IEBRIN N L) & 7
5,

d) 5K

LR F R OFERK

B %l 2 F5 FHEX EE

CCM A RS TR FEHOHBEN—R T 1 Bt SN =B FICKT 5B S

R CHERR S T KGR, EEEOLRIE, Mk o TR
FERE I A DHERCAE T DE)/ ESNEEWRTTHLZ ENE
(BEMEA® v THER SN E LW

DA EE)

[FRIE : JROCRARLD)

2.6.5 T—XZ3ALIR
VAT AEX VT o FHE, BREHET -2 RN—A, EX VT Y—rn s

2.6.6 WEHEE
RN ED D (B« 4E)

2.6.7 HIEEHK
NIST — SP800-53, CM-2/CM-3

Release 1.0 Page 23 July 2012


http://tl9000.org/resources/resources.html
http://tl9000.org/resources/resources.html

TL 9000 Security Measurements Guidance Document

2.7 Contingency Plan Testing Measure

271 General Description and Title

Contingency Plan Testing Measure measures the percentage of information systems that have conducted
annual contingency plan testing

2.7.2 Purpose

Ensure an environment of comprehensive security and accountability for personnel facilities and systems.
Establish, maintain, and effectively implement plans for emergency response, backup operations, and
post-disaster recovery for organizational information systems to ensure the availability of critical information
resources and continuity of operations in emergency situations.

2.7.3 Applicable Categories

All Product Categories. For the latest version of the Product Category Table see
http://tI9000.0rg/resources/resources.html.

274 Detailed Description
a) Terminology
None
b) Counting Rules
» Systems in Inventory
» Systems with approved contingency plan
» Contingency plans successfully tested within the year
¢) Counting Rule Exclusions
None

Measurement ldentifiers and Formulas

Identifier Title Formula Note

CPTM Contingency Plan Number of information % information systems that have
Testing Measure systems that have conducted conducted annual plan testing
annual contingency plan
testing / Number of
information systems in the

system inventory

2.75 Sources of Data
Contingency plan testing results.

2.7.6 Reporting Frequency
Organization defined (example annually)

2.7.7 Source of Measurement

NIST — SP800-53, CP-4
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2.8 User Accounts Measure 2.8 2—F 7 H v MAE
2.8.1 General Description and Title 28.1 —#&
User Accounts Measure measures the percentage of users with access to shared accounts. =BT H T NEE, EESNAT AT bAT 7 BAT 52— OlEREZHET D,
282 Purpose 282 B #
Ensure an environment of comprehensive security and accountability for personnel, facilities, and products. All g% g SE O - s —  m s . o] = - 8 -
; . ; ; L : : : B, &L ORI T 2N X2V T REKXORT AV 28T 4 2 FEICT D, TXTDOUA
system users are identified and authenticated in accordance with information security policy. S AL, B x o )5 FEHC o T, BESH, RSB,
2.8.3 Applicable Categories
All Product Categories. For the latest version of the Product Category Table see 2.8.3 WA 28
http://tI9000.0rg/resources/resources.html. ETOREHA, WA RR ORI

http://t19000.0rg/resources/resources.html % 2,

284 Detailed Description

a) Terminology 2.8.4 R
» Shared account — Any account that is not unique or intended for use by a single user. a) /s
. [i=]
b)  Counting Rules > HETHYL ko= TEARY, 02—k AE A EER L TOARNT BT b,
> Number of users with access to the system b) L —L
5
> Number of users with access to shared accounts > URT AT S Y AT B R
¢) Counting Rule Exclusions > WHTH YL MIT S 2D R
None _ c) FHEL—LDERIL
d) Calculations and Formulas 2oL
d) FHHEK
Measurement Identifiers and Formulas
Identifier Title Formula Note R ERA T R OFHER
UAM User Accounts  (number of users with access to % of users with access to shared | & F 21 B
Measure shared accounts) / (total accounts (should be a low number set UAM 2—FTFHY  GEETHTL RA~T I AT EH HETHTY h~T I RAT 3
number of users) by the organization) v RHlE —¥E) | (a—VE) a—HOHFE (JMEIC L > THRE
SNTBENBIETHD Z L E
2.85 Sources of Data FLWY)
Configuration management database, access control list, system-produced user ID list
2.8.6 Reporting Frequency 278 T—HXRAER
Organization defined (example: monthly) WEREH T — 2 _X—A, TR ZAHIEFY AN, YATLANERLIZ2—FID U A K,
2.8.7 Source of Measurement
279 #HGHEE
NIST — SP800-53, AC-2/AC-3/1A-2 MR ED D (- fH)

2.7.10 HIEHEH#
NIST — SP800-53, AC-2/AC-3/IA-2

Release 1.0 Page25 July 2012 Release 1.0 Page25 July 2012


http://tl9000.org/resources/resources.html
http://tl9000.org/resources/resources.html

TL 9000 Security Measurements Guidance Document

2.9 Incident Response Measure

29.1 General Description and Title

Incident Response Measure measures the percentage of incidents reported within required time frame per
applicable incident category (the measure should be computed for each incident category).

2.9.2 Purpose

Make accurate, timely information on the organization’s programs and services readily available. Track,
document, and report incidents to appropriate organizational officials and/or authorities.

2.9.3 Applicable Categories

Core Network Products and End Customer Services. For the latest version of the Product Category Table see
http://tI9000.0org/resources/resources.html.

294 Detailed Description
a) Terminology

None
b) Counting Rules

» Number of incidents reported during the reporting period for the following categories: unauthorized
access, denial of service, malicious code, improper usage, scans/probes/attempted access, and
investigation

» Number of incidents reported within the prescribed time frame established by US-CERT for each
category

¢) Counting Rule Exclusions
None
d) Calculations and Formulas

Measurement Identifiers and Formulas

Identifier Title Formula Note

IRM Incident For each category: % of incidents reported in an appropriate
Response (number of incidents reported  timeframe should be a high number set by
Measure on time) / (total number of the organization

incidents reported for that

category)
295 Sources of Data
Incident logs, incident tracking database

2.9.6 Reporting Frequency
Organization defined (example: annually)

2.9.7 Source of Measurement
NIST — SP800-53, IR-6
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29.4  FMHA
a) s
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2.10 Media Sanitization Measure 2.10 PAR EoOTEERIENIE

2.10.1 General Description and Title 2.10.1 —#&

Media Sanitization Measure measures the percentage of media that passes sanitization testing. %{%iwﬁﬁ%%?ﬁu’%li B EORERHFBIC G 8 LR DO LR EHET D,

2102  Purpose SH, BRI 5RO 2 U F A BEROT AT 2 B YT 4 2HITT D il AT 4
Ensure an environment of comprehensive security and accountability for personnel, facilities, and products. ?f%@g %§§§ gggzgkwc:%w?ﬁml PR FORERZHRIET D, XITERZET 5,

Sanitize or destroy information system media before disposal or release for reuse. . . o
a7y xy hU—78g, BERSFRFR ORI

2.10.3 Applicable Categories http://tI9000.0rg/resources/resources.html. % Z: 1,
Core Network Products. For the latest version of the Product Category Table see g
http://tI9000.0rg/resources/resources.html. 2104 PR
a) HiEE
2.10.4 Detailed Description 2L
a) Terminology b) HEL—L
None > FEIERITHAR B DO REERT BRI SR L7 AR D%
b) Counting Rules > B LR ofR i
» Number of media that successfully passed sanitization testing c) EHUL—L DA
> Total number of media tested FEAK DY, MR EOTEEERIE OSSR FIH (MP-1) Z8R7E L TRV, SUIBHA EoRREERIEFIE (F]
c) Counting Rule Exclusions Z1¥ FIPS-199 high impact systems [MP-6, Enhancement 2]% 1 E L CTW R WAL, BRIMIIEZ) L
> Invalid exclusions will result for organizations that do not set policy requirements for media sanitization 8,
(MP-1) or define media sanitization procedures (e.g. FIPS-199, high impact systems [MP-6, d) FHHE
Enhancement 2]).
d) Calculations and Formulas e e A T ey
Measurement Identifiers and Formulas B Z2¥5N FHEX A
L MSM BE A 1 o0 30 gk bk (R BN B OK b 0D FEER BRI ey S 7 FIEIC K 0 pksh 3T Bk I
Identifier  Title Formula Note - B B
, : : — S B B8 LI BA DR [ OB S NI RO it Sk
MSM Media (number of media that pass % of media successfully sanitized . o B ey
e _ (R L 7= LR O# K0 IC ko TRESNEZEVKIETH S =
Sanitization sanitization procedures testing) according to established procedures .
. EMEE LU,
Measure / (total number of media tested) should be a high number set by the
organization 2105 T—HZFAER
AR b D FE SRR ER A R
2.10.5 Sources of Data 2.10.6 #HEHE
Sanitization testing results MEENTED D (B @ B45E)
2.10.6  Reporting Frequency 2.10.7 RIEHEH
Organization defined (example: annually) NIST — SP800-53, MP-6

2.10.7 Source of Measurement

NIST — SP800-53, MP-6
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2.11 Physical Security Incidents Measure 211 MEN X2V T 04T MAE
2.11.1  General Description and Title 2111 —fK ) i ) )
Physical Security Incidents Measure measures the percentage of physical security incidents allowing #@}i[ﬁﬁjiei\; V74 i//z/ MRE, 1Y AT L EFTHRG~ORIFAIORAZFF YRS ) 7
unauthorized entry into facilities containing information systems. 241";1 ;/gﬂg FORERET 2,
2.11.2  Purpose K, &k ORI T 20l X2 V7T A BREKOT AV Z )T 4 ZHEERICT 5, MEEX2
Ensure an environment of comprehensive security and accountability for personnel, facilities, and products. V7 R LIFMET 2V 7 A IREDHAHMAZHAE LT, MEEOHHRY Y — A0 R REL T 5,
Integrate physical and information security protection mechanisms to ensure appropriate protection of the . s
organization’s information resources. 2113 BAY ORI
_ _ A TORE M, JSFR ORI,

2.11.3 Applicable Categories http://ti9000.0rg/resources/resources.html % % &
All Product Categories. For the latest version of the Product Category Table see
http://t19000.0rg/resources/resources.html. 2.11.4 FEHAIFEA
2.11.4 Detailed D ipti ?) J

A1, . Ie alle escription L
a) Terminology b) HEL—

None
b) Counting Rules
» Number of physical security incidents occurring during the specified period
» Number of physical security incidents resulting in unauthorized entry into facilities containing information

> EOLNHIBPICRETIVHEN X2V T oA VT v MR
> B AT LG R ~DEHF R ORANE RN X2 T oA T MR

c) FHUL—ILDERS:

systems
. , 7L
c) Counting Rule Exclusions I
None d) #t&E=
d) Calculations and Formulas B
BB F K OFH R
Measurement Identifiers and Formulas Y S R e
Identifier Title Formula Note PSIM @ tx =2V T 4 BERCVATLAEZZLRM OB 0T 78R LR IWHE X 2
PSIM Physical Security (number of physical security % of physical security incidents resulting A7 MlE AORANEFFTVRE X2V T VT (4270 bOKRE, Mifkic
Incidents incidents allowing entry into in unauthorized access should be a low 4 AT M) I WX 2 Lo THREINTBEWEETH D = &
Measure facilities containing information number set by the organization VT 447 bOkE) PEE LY,
systems) / (total number of [FRYE @ JF3C unauthorized #217]
physical security incidents) 2115 F—XRAER

WHIE X =2V T 4 A o7 My, WA T 7 & R 8 PEC R

2.11.6 $RiGHEE
MR ED D (B U -H4)

2.11.6 Reporting Frequency e
Organization defined (example: quarterly) l%l.llsl'l.j— S;gg%é%Stg%E-G

2.11.5 Sources of Data
Physical security incident reports, physical access control logs

2.11.7 Source of Measurement
NIST — SP800-53, PE-6
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2.12 Planning Measure

2.12.1 General Description and Title

Planning Measure measures the percentage of employees who are authorized access to information systems
only after they sign an acknowledgement that they have read and understood rules of behavior.

2.12.2 Purpose

Ensure an environment of comprehensive and accountability for personnel, facilities, and products. Develop,
document, periodically update, and implement security plans for organizational information systems that describe
the security controls in place or planned for information systems, and the rules of behavior for individuals
accessing these systems.

2.12.3 Applicable Categories

All Product Categories. For the latest version of the Product Category Table see
http://tI9000.0rg/resources/resources.html.

2.12.4  Detailed Description
a) Terminology
None

b) Counting Rules
> Number of users that are granted access after signing rules of behavior acknowledgement
» Number of users that access the system

c) Counting Rule Exclusions
» Invalid exclusions will result if no formal rules of behavior policies exist (PL-4)

d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

PM Planning (number of users who are % of users accessing the system and
Measure granted system access after  having signed the rules of behavior
signing a rules of behavior should be a high number set by the
acknowledgement) / (total organization
number of users with system
access)
2.12.5 Sources of Data

Rules of behavior acknowledgment records

2.12.6 Reporting Frequency
Organization defined (example: annually)

2.12.7 Source of Measurement

NIST — SP800-53, PL-4/AC-2
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2122 H®Y
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%A‘j‘éo
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2 TORGE, B0 EOEHRIX
http://t19000.0rg/resources/resources.html % &,

2.12.4 FEHISLEA

a) H&h

2L

b) FEL—L
> ITEHHRAIOREEICEAZ LTERIZT 78RSz 2—HF 0K
> VAT ATV EBATDHa—F DO

c) FHEUL—/LDERSE
> ERXRITEELAIGE R e WG, BAMNTES L 72D (PL-4)

d) FHEK

BB R F R OFHER

B F & HER B3

PM SHmivEmilE TEHRANORBEZBICEAZ2 LEBIC VAT AT 722 LTS

TR AREFAHEN =T ORK) [ 2= TITEHANCES LT

(VAT DMCT 7B AT 52— F O\ 3 SRR X > TRE

%0 SNTERNEIETHD Z &N
2E L,

2.12.5 F—HZ AR
FTENE RIE B E O Fek

2.12.6 WEHEE
BN ED D (]« B4E)

2.12.7 HlEEH#R
NIST — SP800-53, PL-4/AC-2
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2.13 Personnel Security Measure

2.13.1 General Description and Title

Personnel Security Measure measures the percentage of individuals screened prior to being granted access to
organizational information and information systems.

2.13.2 Purpose

Ensure an environment of comprehensive and accountability for personnel, facilities, and products. Ensure that
individuals occupying positions of responsibility within organizations are trustworthy and meet established
security criteria for those positions.

2.13.3 Applicable Categories

All Product Categories. For the latest version of the Product Category Table see
http://t19000.0org/resources/resources.html.

2.13.4 Detailed Description
a) Terminology
None

b) Counting Rules
» Number of individuals granted access to organizational information and information systems
» Number of individuals that have completed personnel screening

c) Counting Rule Exclusions
None

d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

PSM Personnel

Security Measure screened) / (total number of

(number of individuals % of users screened prior to being

granted system access should be a high

individuals with access) number set by the organization

2.13.5 Sources of Data
Clearance records, access control lists

2.13.6  Reporting Frequency
Organization defined (example: annually)

2.13.7 Source of Measurement
NIST — SP800-53, PS-3/AC-2
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FHEEX=2 U T HEE, HBROBHREMERS AT L~DOT 7B A INDHENT, BEINLEADLL
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2.13.2 HB
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a) HiE
7L

b) FHEL—L
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> EEEMERE LT T Lo A

c) FHEAL—L DRk

L
d) FHE
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2135 T—HXFAIR
TAEEEE, T B AEEY X

2.13.6 REHEE
MR ED D (B : mH)

2.13.7 HiEHEHH#R
NIST — SP800-53, PS-3/AC-2
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2.14 Risk Assessment Vulnerability Measure 2.14 MERSHEY X7 TR A AV NEIE
2.14.1 General Description and Title 2.14.1 —% ‘ ]
Risk Assessment Vulnerability Measure measures the percentage of vulnerabilities remediated within Wegste ) 227 72 2 A 2 MUER, MUgOVBUE LIZIRINICEIE S A MstE DR 2 ET 2.
organization-specified time frames.
2142 BHY
2142 Purpose EE, g&ﬁ&@ 'Jﬁ:'nﬂz;(‘j“ﬂ—é@j:ﬁ[g/\jfﬁtﬁ%; U 5:/1)5%%&—0\7717 '7 »\/& E U 5:/]) %ﬁ%?@{lﬁ‘éo %ﬂ%ﬁk@‘l\%%&“/

AT LEEISER T S, MfEE (B, HWeE, (A —Y, IRk E2ET), MEEE, ROEANIIT 5
U A7 Ze BRI EHET 5,

2143 @RI HRHE
) . 2 TOREHE, B OEEORIRIE
2.143  Applicable Categories http://tI9000.0rg/resources.html. %2 & &,

Ensure an environment of comprehensive accountability for personnel, facilities, and products. Periodically
assess the risk to organizational operations (including mission, functions, image, or reputation), organizational
assets, and individuals resulting from the operation of organizational information systems.

All Product Categories. For the latest version of the Product Category Table see

http://tI9000.0rg/resources/resources.html. 2.14.4 EFHFEA
a) HEE
2.14.4  Detailed Description : - POA&M —JEBNZIH & ~ A LA F—2
a) Terminology b) #Eor—n
» POA&M — Plan of Actions and Milestones * WEHSTEA X 2l L Call] S T lfEgs ik o %k

« POAGM IZHE- T, AHF Y a— Ll v ITIEE S esgtE 0%k

b) Counting Rules c) RHEUL—IL DR

> Number of vulnerabilities identified through vulnerability scanning B AT v VRO HIECER SN/ 0EES (RA-D), NITFE SN Mgt o SCE L & OMEIE |2 %t
> Number of vulnerabilities remediated on schedule according to the POA&M TLEXRT e ABRRE SN TR0 EE (B POA&M, [CA-5]), BRIMIBENE 725,
c) Counting Rule Exclusions d) F5
> Invalid exclusions will result if a periodic scans do not occur in a timely manner (RA-5) or if no formal
processes are defined for the documentation and remediation of vulnerabilities identified (e.g. — POA&M, B E R F RO ER
[CA-5))
d) Calculations and Formulas Al AW FHEX e
RAVM a9tV A7 72 A A b (POA&GM A7 ¥ 2 —/UIlHE BRE SN TERICHES T
Measurement Identifiers and Formulas T S TEESNENEMEOR)  EE SHiBstko ki,
Identifier  Title Formula Note /(POA&M DF8EL - Jfadstk  #LakIC & > TRE Sz
T . Y N é{-» Mz 2 . \\m
RAVM Risk Assessment (number of vulnerabilities remediated % of vulnerabilities remediated in AX v rEELTCEI SN WEETHLZENREEL
Vulnerability in accordance with POA&M schedule) / accordance with established EAb S T HEsatE o %) VY,
Measure (total number of POA&M-documented timelines should be a high number

e o 2.145 T—HIAER
vulnerabilities identified through set by the organization POA&MS, JEdatkd = % v L it

vulnerability scans)

2146 WEHEE
MRS ED D (B mA)
2.14.5 Sources of Data
POA&MSs, vulnerability scanning reports 2147 RIEEHHE
NIST - SP800-53, RA - 5/CA -5
2.14.6 Reporting Frequency
Organization defined (example: monthly)

2.14.7 Source of Measurement
NIST — SP800-53, RA-5/CA-5
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2.15 Service Acquisition Contract Measure

2.15.1 General Description and Title

Service Acquisition Contract Measure measures the percentage of system and service acquisition contracts that
include security requirements and/or specifications.

2.15.2 Purpose

Accelerate the development and use of an electronic information infrastructure. Ensure third-party providers
employ adequate security measures to protect information, applications, and/or services outsourced from the
organization.

2.15.3 Applicable Categories

All Product Categories. For the latest version of the Product Category Table see
http://t19000.0org/resources/resources.html.

2.15.4 Detailed Description
a) Terminology
None

b) Counting Rules

» Number of active service acquisition contracts the organization has

» Number of active service acquisition contracts that include security requirements and specifications
c) Counting Rule Exclusions

None
d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

SACM Service (number of system and service 9% of contracts that contain security
Acquisition acquisition contracts that requirements should be a high number
Contract include security requirements) / set by the organization
Measure (total number of system and
service acquisition contracts)
2.15.5 Sources of Data

System and service acquisition contracts

2.15.6 Reporting Frequency
Organization defined (example: annually)

2.15.7 Source of Measurement
NIST — SP800-53, SA-4
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2.16 System and Communication Protection Measure
2.16.1 General Description and Title

System and Communication Protection Measure measures the percentage of mobile computers and devices that

perform all cryptographic operations using validated cryptographic modules operating in approved modes.

2.16.2 Purpose

Accelerate the development and use of an electronic information infrastructure. Allocate sufficient resources to

adequately protect electronic information infrastructure.

2.16.3 Applicable Categories

All Product Categories. For the latest version of the Product Category Table see
http://tI9000.0org/resources/resources.html.

2.16.4 Detailed Description
a) Terminology
None

b) Counting Rules
» Number of mobile computers and devices used in the organization
» Number of mobile computers that employ cryptography
o Number of mobile computers and devices using validated encryption methods
o Number of mobile computers and devices using approved encryption modules
¢) Counting Rule Exclusions

> Invalid exclusions will result if no standardized and formal encryption methods/modes are identified for
organizational use (e.g. — FIPS 140-2)

d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

SCPM System and (number of mobile computers % of mobile computers and devices using
Communication and devices using validated approved cryptographic modes and

Protection cryptographic modules and methods should be a high number set by

Measure methods) / (total number of the organization

mobile computers and devices)

2.16.5 Sources of Data
System security plans

2.16.6 Reporting Frequency
Organization defined (example: annually)

2.16.7 Source of Measurement

NIST — SP800-53, SC-13
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2.17 Flaw Remediation Measure

2.17.1 General Description and Title

Flaw Remediation measures the percentage of operating system vulnerabilities for which patches have been
applied or that have otherwise been mitigated.

2.17.2 Purpose

Accelerate the development and use of an electronic information infrastructure. Provide protection from
malicious code at appropriate locations within organizational information systems, monitor information systems
security alerts and advisories, and take appropriate actions in response.

2.17.3 Applicable Categories

All Product Categories. For the latest version of the Product Category Table see
http://t19000.0org/resources/resources.html.

2.17.4 Detailed Description
a) Terminology

» POA&M — Plan of Actions and Milestones
b) Counting Rules

» Number of vulnerabilities identified by analyzing distributed alerts and advisories
Number of alerts identified through vulnerability scans
Number of patches or work-arounds implemented to address identified vulnerabilities
Number of vulnerabilities determined to be non-applicable

Number of waivers granted for weaknesses that could not be identified by implementing patches or
work-arounds

¢) Counting Rule Exclusions
None
d) Calculations and Formulas

YV V V V

Measurement ldentifiers and Formulas

Identifier Title Formula Note

FRM Flaw (number of vulnerabilities addressed % of total vulnerabilities addressed

Remediation in alerts for which patches were should be a high number set by the

Measure implemented, non-applicable, or organization
waived) / (total number of applicable
vulnerabilities identified through alerts

and scans)

2.17.5 Sources of Data
System security plans

2.17.6  Reporting Frequency
Organization defined (example: monthly)

2.17.7 Source of Measurement

NIST — SP800-53, SI-2
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3.1 Security Related Outages

3.1.1 General Description and Title

Basically the outages included in SRO are a subset of those in SONE (see Section 6.2 of TL 9000 Measurement
Handbook) but the outages may be counted, tracked, and reported separately in order to focus on addressing
security defects.

3.1.2 Purpose

The SRO measurement can provide insight into the impact of network element (NE) security vulnerabilities in the
field, or can indicate gaps in wider security controls in the environment into which the element is deployed (for
example, de-facto controls against denial-of-service attacks or malware). As such, the SRO measurement can
provide data to help evaluate the efficacy of NE capabilities against attacks that the NE security vulnerabilities
during product operation, and to help evaluate the efficacy of security controls and security operations in the
deployment environment.

3.1.3 Applicable Categories

Product categories 1~6 in Table A-2, TL 9000 Measurement Applicability Table (Normalized Units). For the
latest version of the Product Category Table see http://t1I9000.org/resources/resources.html.

3.14 Detailed Description

The criteria for distinguishing between customer- and product-attributable outages as described in the following
counting rules are very high-level and indicative and, as such, would require interpretation for every separate
usage.

The applicability and usefulness of this metric across a range of network element types requires investigation and
elaboration. For example, the security requirements for a layer 2 switch are very different to those for an
application server. Also, for example, one hour outage on a core switch (of which there are few in the network)
is very much more serious than one hour outage of an access device (of which there may be a vast number
deployed). While maintaining the four metrics for each network element type would be unwieldy, aggregating and
counting the outages for a range of network elements into one result may not be appropriate.

a) Terminology
Outage
b) Counting Rules:

» Outages for submission under All Causes include Customer Attributable Outage and Product
Attributable Outage;

» Counting rules 3, 4, 5, 6, and 7 in Section 6.1.4 b) of the TL 9000 Measurement Handbook shall be
applied;

> All outages caused by a security issue that result in a complete loss of primary functionality for all or part
of the system for duration greater than 15 seconds during the operational window (see Table A-3
Network Element Impact Outage Definitions in TL 9000 Measurement Handbook). Security issues
include:

o Virus, worms

o Hackers attacks based on product defects

o Denial of Services attacks based on product defects
o Other attacks based on product defects.

> Only outages directly caused by a security incident are counted. Outages due to an operational decision
to take an element or system offline to protect against attack are not included.

> A product attributable outage can be caused by any of the following security reasons:

o Security intrusion exploiting product vulnerabilities against which the product was required to be
hardened;

o Denial of Services attacks exploiting product vulnerabilities against which the product was
required to be resilient;

Page35 July 2012

TL 9000 Security Measurements Guidance Document

31 %=V 7 sB9E £k (SRO)

3.1.1 —%
FEARMZ SRO IZEENTWAEEIEIE, SONE(TL 9000 HIEENY R7 v 7 6.2 BBR)DEIEO—HTH D
B, X2 VT 4 RIGIZHEB T 572008, EIRER 2252, B, ROHELTH XV,

3.1.2 BHY

SROMIEEIT 7 4 — WV RIZBITDFy hU—F7 L A MNE)DEX = U T ¢ fegstt oA e T&, X
%, ZOXy T —7 LAV MRERE COLVIAF X2V T A BHRIZBI L2y v 72 R3TH0
Thbd, BIZIE, Y—EABGERBEIEEH S Y 7 MIT D7 7 77 MEEK)

Zo X9, SRO HIEEX, WEEMTO NE O®x =2V T ¢ Meggtk A BHT 28Ik 5 NEfEHIOA
ORI AT —Z it 5, T LT, RERETOEX 2V 7 BHKREEX 2 T 04X —
va v OFMEOFME KET S,

313 BHAT2/ELE

TL900O0 I & 147 FH 2% (BLUE(L AL D R A-2 OBLL 43 HH 1~6,
S E R O BT
http://tI9000.0rg/resources/resouces.html % £ M,

3.1.4 FEMIELEA
LT OBV — vV CaRTEAR IR & S5 RS 1k OFRANIEEI X S E NSRRI TH B 728, &2 TR~ DH
BT RN ML 72 5,
Xy NT—V LA NEATOREHICE > T, ZOREEDEMA EFAIZAGRHE L By 38T 5,
BIZIE, LAY 2AAL v F~DEXa VT 4 ERIZT 7V r— g h— "B RLIIRES B S, F
7=, BzIE, a7 A4 vF (xy NU—ZWNIZFEERWRN) O 1FBEIRL, T278ATF AL 2 (v bU
— 7 IZBERAEAEE SN TWS) O 1TERER LY IZANICEKRTH D,
BEAXy NT—T 2L A AL 4 SDOWEEZMRFT 5 Z LI3ES TIERWD, KRty hU—
J T LAY NOEIEE —OOFERLE L TEDFHT 5 Z L@y cidianizs 9,
a) Mk

=1k
b) FEUL—L

> ETORRICES IR T 25 3 E R E L OB EREIEE ST

» TL9000 HIEE NV KT v 7, ¥/ a6, 1
L7l auE7e 570

4b) OFENL—L3, 4, 5, 6, LT %#EH

> EHYIRICBW T I RIZE XDV AT LAOT T, NE—HOREAMREREDTERBIRERD
HEHRMEO 1 5L EICHED, &2V AT A XUTED VAT MMkt L TEEREREO 2B R 25| &
T o d, X2V T A REICED2TRTCoEILL, Z0ovxa ) 7 0 BEIIRE ST ;

TANA, T—Lh

B R AT S Ny T — T

BRI LD < — B AR E R

BT R AL H S < O o T B
Fa VT 44Ty bREREFEROEL (@{EREE) OB ZiHEcd 5, @1 LoHr
L0, BEBGEHOZDICT L AL MRV AT ARG VT Z SIC K DEIRITE DR,
> HLE K (product attribute) D 1k (BMERRE) 13k DEF 2V T 4 BREIC X 5

\4
o ooo0

o gLRENTW S ofegsttzER St x 2V 7 1 12A
o HR SR TV D EE A OIatk 2 BA S hic i — & A g E
Release 1.0 Page35 July 2012


http://tl9000.org/resources/resources.html
http://tl9000.org/resources/resouces.html

Release 1.0

TL 9000 Security Measurements Guidance Document

» A customer attributable outage can be caused by any of the following security reasons:

o Vulnerabilities due to miss-configuration or due to not following any supplier instructions and
guidelines on secure deployment and use of the product

o Attacks exploiting any weakness of a customer organization’s internal policy that fails to follow
the best practice for network security (e.g. bad security configurations, deploying no firewalls or
anti-DOS devices etc.)

o Customer’s internal security management enforcement issues (e.g. users with access to shared
accounts, password leakage etc.)

o Associated security patches are not deployed by the customer;
o Associated anti-virus solution or virus library is not updated by the customer;
¢) Counting Rule Exclusions:

» Counting rule exclusions 2, 3, 4, 5, 6 and 7 in Section 6.1.4 c) of the Measurement Handbook shall be
applied;

> If, as a matter of internal policy, a SP organization fails to follow the best practice for network security
(e.g. not deploying anti-virus solution, firewalls or anti-DOS devices etc.), then the resultant outages shall
be attributed to SRO1 and SRO2;

» Outages due to customer’s internal management problems (users with access to shared accounts, etc.)
shall be attributed to SRO1 and SRO2.

d) Calculations and Formulas

Measurement ldentifiers and Formulas

Identifier Title Formula Note

SRO1 Security related customer (number of customer customer caused outages per NE
attributable outage caused outages) /
frequency (number of NEs in
service)
SRO2 Security related customer (sum of durations of  minutes of customer caused outages
attributable outage customer caused per NE
downtime outage) / (number of
NEs in service)
SRO3 Security related product  (number of product product caused outages per NE
attributable outage caused outages) /
frequency (number of NEs in
service)
SRO4 Security related product  (sum of durations of  minutes of product caused outages

product caused
outage) / (number of
NESs in service)

attributable outage
downtime

per NE

3.15 Sources of Data
Information provided by customers

3.1.6 Reporting Frequency
Monthly is recommended but can be reported quarterly or annually.

3.1.7 Source of Measurement
QUEST Forum NGN Security Sub Team
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Glossary

Audit Record
Any log or record related to security such as a security log for a product or access log (physical building or product).

OS Hardening

Out of the box, nearly all operating systems are configured insecurely. The idea of OS hardening is to minimize a
computer's exposure to current and future threats by fully configuring the operating system and removing unnecessary
applications.

Risk Assessment

The term risk assessment is defined as a process for analyzing a system and identifying the risks from potential threats
and vulnerabilities to the information assets or capabilities of the system. Although many methodologies can be used, it
should consider threats to the target systems, potential vulnerabilities of the systems, and impact of system exploitation.
It may or may not include risk mitigation strategies and countermeasures. Methodologies could include FAIR, OCTAVE or
others.

Security Incident

A security incident results in the actual outcomes of a business process deviating from the expected outcomes for
confidentiality, integrity & availability due to deficiencies or failures of people, process or technology.

Security Patch

A patch is a modification to existing software in order to improve functionality, fix bugs, or address security vulnerabilities.
Security patches are patches that are solely or in part created and released to address one or more security flaws, such
as, but not limited to publicly disclosed vulnerabilities.

Vulnerability

Vulnerability is defined as a weakness that could be exploited by an attacker to gain access or take actions beyond those
expected or intended
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